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In this lecture weshall discuss some wellstudied attackson aggregate

statistics releases which compromise the privacyof individuals inthe
dataset in some semantic sense

These attacks which are broadly called privacy attacks are launchedby

adversaries withone of three possiblegoals a re identification
deanonmization

b reconstructionof sensitive information and c tracing ordetermining an

individual's presence in a dataset

collectionofdatasetswith n users

Without loss ofgenerality a dataset D EDI is a collectionofinords

or rows eachofwhich corresponds to asingle user and contains

identity information quasi identifiers such as age gender and

sensitive information

Example A dataset DED could consist ofwords with Aadhaarnumber

assn identity
ageyg.edu pinodfeghbuhood

sickle

cell anemia status 0,1 Usually theidentity informationis

Sensitive g
either dropped entirely or obfuscated via cryptographic methods



The privacy attacks we shall see workwith aggregatestatics ofthedataset

suchas counts mean etc and are yet able to breakprivacy in a well

accepted sense

Resonstruction attacks sensitiveinfo aboutmeri

Consider a dataset DeDn suchthat D ist ie n
publityairableinfoabsent

To make the constructionof privacy preserving algorithms or mechanisms hard

we shall assume that the Xi ieCn are all publicly knownThebroad

goal of a reconstruction attackbyan adversary is the following

Informal Goal Reconstruction Produce a vector ER that agreeswith s in

all but 0 n locations

Suchan attack rendersthe sequenceof
queries released blatantlynonprivate

1 Resonstruction from linear statistics An importantclassof released

aggregate statistics or queries is the lessof linear statistics where

each query output of can
bewrittenas q Be forsomematrixB

Example When e 0,13 and se 0,13 the marginal of s ronto a
fixed or thefractionofrows ofD with publis info and



s being 1 canbe thoughtof as a linearquery q Bs where

B It

We focus on theclassof fractional linearqueries

Def 1 A fractional linear query q g hastheform q 1kt forsome
be 0,1 A collection of fractional linear queries is hence identified

bythe rows of a matrix B eachofwhoseentries is in o I

We are interested in reconstructing from potentially noisy responsestoqueries

but underthe constraint thatthe noise is bounded

Def2 B reconstruction problem Given amatrix Band avectorof I Be e

where Hello α and f 0,1 find I sit dy s 5

T
Hammingdistance

In the next section weshall discuss thesetting where exponentiallymanylinn

queues are raised

Exponential Queries

Considerthe settingwhere B corresponds to all possible sumsof
subsets of loordinates in 1 i.e BE Man withBig 90,13



i j and the rows ofB are allthe vectors in 0,13

Theorem 1 Dinu and Nissim 2003 Fortheabove choice ofB given

α accurate queries there is a relonstruction attack that solves the

B reonstruction problem with
cnet.EE e

at most 42 for

all α 70

Proof Wesimply return I tobe any vector sit IBI differsfromallthe
query outputs of by atmost α Clearly onesuch I exists
whichone

Now let b andb I complementof s Then we
Mwu s s

have that b α and Effi a

This implies that I I disagreeon atmost 22h positionswhere

S is 1 Bythe same argument usingbe we see that I I

disagree on atmost 22m positions when is 0

Polynomial Queries

We provide a mostly complete proofsketchof thefollowing result



Theorem2 Dwork Yekhanin 2008 Thereexists a matrix B E 0 13 and

an attack A that solvesthe B reonstruction problem with reconstructi

enor atmost 162m whenthe query responses are α accurate
when

n 21 for some integer 13 1

Proof Supposethat n 21 for some integer 1 1 Wefocus on B F 32

since one can always simulate a
query with 1 coefficients using

2 queries with 0 1 coefficients why

Let B be the nxn Hadamard matrixHe and hencethe lowest 0 1

matrixB is a 2nxn matrix defined recursivelyas

Ho 1 and Hiti 1
HW Verify that He nIn forall n.si

Theabove fact implies that He He and thatthe eigenvalues

ofHe are all in in in

Ipl Now given of I Hes e the attack obtains

1 Hef It Hee

Now notethat Hell In and 11H ell 2n why



Thus wehave that 111 1112 2m

Eph The attacker then rounds to 0 13 entrywise giving I

Thefollowing claimthenholds

claims Wehave def 4111ft 4in

Provingthe claim concludes theproof ofthem2 upto constant factors
associatedwith movingfrom querieswith II coefficients to 0,13

Proofof Claim Notethat I I differ inonlythose positionsje n where

1m sj andhence aj sj By Markov'sinequali

weobtainthat the fraction ofthesepositions isatmost 41ns

2 Tracing Attacks

In this section we briefly discuss amodel for tracing an individualbased

on hypothesis testing given query outputs
Thismodel was famouslyusedin

Homeretal 2008 on genome wide associationdata

Wehave a populationwith a product distribution P over 1 13 Let

f Ep X



A dataset D x Xn is drawn i i d fromP

The sample mean

9 KEY E unifan Xi
is released

Theattacker is provided with a collection R R Rm dP

of reference samples in addition to

Theattackis designed based on hypothesis testing givensample y
Ho Y D andy P

H YED

Under Ho y
has mean p while underH y hasmeany The

attacker obtains an approximation off using R andthencarriesout

a log likelihood test to decide whichof the hypotheses Ho orH is

true

Theoum Sankararaman et al 2009 There is an attack A y q Z such

that forany non trivial product distribution P or sufficiently

large dimension d 0 nlog y wehave

a Pr Aly q z IN 14 1 8 and

b Pe A y q E OUT to t s



Informally

The framework of differential privacy DP allows forthe design of
privacy preserving mechanisms that can answer a numberofqueries thatis

roughly equal to those weobtained as upper bounds via reconstruction

attacks forthe same levelofaccuracy

A discussion on a simple mechanism to protect againstreconstructionattacks

Earlier wehad seen that if the nor α in reconstruction is requiredto

be Yr then reconstruction ispossible However can we comeupwith

a scheme for preventing reonstruction when the reconstructionenoris

larger forthe same numberofqueries

Answer Subsampling

Consider a dataset D x xn Let us take a random subsample

ofthis dataset i e we construct

ilm
where Yin Unif D where

my c e oil

Now observe that forstatistics ofthe form q Xi an



unbiased estimate is of 1 Ef Ii showthis

The following result can then beshown via standard concentration arguments

HI Show that forany set of
statistics Ok wehave

that with probability atleast 1 5

tie k t.EE il1i diki offlok log

Thus picking k n same queries as in Dwork Yekhenin 2008

we see that wecan answer queries with enor FI Thus itappears

thatthe
yoga

thushold on query errors is tight


