
Lecture Abovethreshold and Privacy Amplificationby Subsampling

Consider the setting where we obtain queries in an online fashion our

interest is in returning those queries thatare large privately In the

eventthat the queries wereall known in advance one can simply

apply the exponential mechanism Recall thatsamples from a suitably

defined Gibbs distribution with enor atmost c k when

Kis the numberofqueries why Whatisthe score function q 1

here in order to identify that query thatisthe largest

In the online setting however weshall confine our attentionto

identifying those queries thatexceed somethreshold TER In particular

weshall identify the first query that exceedsT

The Above Threshold mechanism

Suppose that thedata owner isfed a streamofqueries fists
that mapDn to IR We assume forsimplicity that Δf 1 is 1

We are interested in halting at andreleasing the first queryoutputthat

exceeds some fixed TER privately



AboveThreshold

Fix Tt Z when Z Lap 4

For each is 1

Let Zi Lap 4 e

If fi D I

Output Yes and HALT

Else

Output No and IONTINUE

Thant Abovethreshold is E DP

Proof Fix databases Inx Let a Nt y be a sequence of
possible outputs forsome 1 N No andY Yes

In what follows wecondition on Éᵗ It 1 and analyzetheratioof
the probabilities that mechanism M Abovethreshold outputs a on

and conditioned onthis event

Let g 1 max fi e Zi We hencehave



Pe M x a Et It 1 R g x and 1 E t

p ionstant
conditioned on It 1

Pe ye file Et E

tz 3 f t 1 8E t fE z
dz dt

Now let t g e g x and 3 3 g x g x fee file
clearly wehave E T 1 and 13 31 2 why

Plugging thechange of variables backin c we see that

Pe MC a It 1 s tt t 1 g Esj f xil dsd
2

Observe also that 13 exp42 and

fifty
exp 42

Eg
fromthe structure ofthe pdf ofthe Laplace distribution Hence

Pe Mle a Et 1 exp e fi tzi j flE 1 gxkEeJ felI
djdE

exp E Pe M a It 1



Averaging over thevalues Et completes theproof

Wenow discuss the utility of Abovethreshold

Def1 Abovethreshold is said to be α β accurate for a sequenceof
K queries f if if exceptwith probability atmostβ

ifAboveThreshold HALTS then ft x T α and ifAbovethreshold
returns No then ft x T α

Theoum2 Forany sequences of kqueries f ifics.t.fi x T α

forall i K 1 and f x T α wehavethat

AboveThreshold is G β accurate for Illogk logYp

Proof We show that

mean 121 IT 71 α wip 1 β B

If this isthe case wehave that if ai Yes for some ie k

we musthave fi 1 E T E T

file F T E T α

Likewise if ai No forsome it K wemusthave

fi e E T T T file F T E
Tt α



Now notethat Pe 17 1 2 2 exp E and

Pe may 1251 42 k exp E

Setting the RHS of the quantities above tobe β 2 gives rise to 3

for α logk log B

Privacy amplification by subsampling

In this section wetake a detour from our explorationof specialized

DP mechanisms and discuss a useful technique that isemployed in

machine learning applications Tobe discussed for improving privacy

parameters

We consider the setting of a dataset that is usually fedinto an

8 DP mechanismM 8 0 forreleasing a private estimateof astatistic

However before we do so we shallnow pre process by Poisson

subsampling i e we shall pick each user i in independently

w.p.pe0,1 and collect the chosen records into a subsampled dataset

Ip that is now given as input to M



In what follows we assumethatthe E S DP guaranteeofM is inthe

add remove model

Theorem 3 The mechanism M on the subsampled dataset xp obeys

E S DP where E log Itp et 1 and s ps

Proof Let EDN and 3 We thenhave

Pe M xp y 1 b R Mxp y xi x p.peMCIp y xie

1 p PeCM Xp yD p.PeM x'pUlxi3 y

p R ME'p y b eER Mxp y 8

ptpet Pe M Xp y ps

Furthermoreby111 arguments

Pe M xp y Cp pet RCM xp y pets

andhence

Pimply RCMCIPJY.EE



p pet R M xp y ps
1
Hw Prove this inequality


