
Lecture DP in practice I Frequency estimation under localDP

In this sequence oflectures weshalltake a lookat some examplesof DP

deployments in practice particularly by techgiants suchas Google Apple

and by the US Census Bureau

Thefirst such example will bethatof frequency estimation estimationofheavy

hitters items that occur veryfrequently in datamined fromusers The items

here could refer to eventssuchas malware hijacks in browsers RAPPOR201

or word abbreviations wyd wbu bruh and emojis typedby

users Learningwith privacy at scale 2017 Apple or websites that

demand high energy memory

More ionceetely considerthe setting where there are N users each

with an item vie d we are interested in estimating the vector

f n ne d privately where

f x ΣN1 vi n

1 1

In particular our estimator F of f must besuchthat

maya
n flu issmall



Our first mechanism shall construct an E DP estimatorF via estimatesof
one hot encodings of Vi ie CN

Algorithm 1 user

Foreach ieCN constructthe one hotencodingof viii e the vector

Vie o Bd such that Ving 1 and Vig 0 forj vi

Giventhe vector Vi perform a variantof randomizedresponse

For each coordinate je d
a
If Vij 0 set Vij Unif 1 13

b If Vij 1 set Vij 1 w.p.IE
1 wp E

Transmit Ti to the server

Notethat we wishto prove that Algorithm 1 is E DPinthe localmodel

i.e that Algorithm1 is E LDP Weshall first put down a formaldefinition

of E LDP



Def 1 E LDP An E LDP algorithm M V Y is sit

v.v'eV andfor all yeY we have

Pe M v y et.pe Mlo y

Remark The chief difference b w E LDP and EDP isthat wewould like

the indistinguishability above tohold foronly neighbouring
datasets in

standard central DP but we now require underLDP thatthis

indistinguishability hold forall inputs thinkof thealgorithmasnow

being executed by each user seebelow instead ofby acentralserver

E MVi
TheLDP frameworkisuseful
inthosesettingswherethe
centralserver is notEtf

Pentagon
trustworthy

M un

HI ForwhatvalueofE is Algorithm 1 E LDP

Now that the users have privatized their inputs we needtoarguethat

the server can extract a highfidelity estimate of



Algorithm 2 Sewer

Given T w̅ the server romputes

f IT
Claim Wehave that

Pe
maya fca fall r FgD up

forany βE 0,1

Proof Observethat a Eld

Fas i Eu

where Zin Bee HE and Z Unit II Via adirect

calculation we seethat E zi 0 and Zi E showingthat

E F xD i vi n f x

Furthermore via a variantof Hoeffding's inequality wehavethatfor
RVs Xp ns.t Xie 1 1 ie n

Pef Ei xi Exi t zexp nE



Thus since Zi Z e 1,1 for all i j wehavethat forany
E d

Pe If n Fca FEET 2 tt losE
Bd

Thus via a union bound we have

Pef f a f n FRI forsomeneeds

β

implying that Pe may 1flu Fla FlogET 1 B

However this implementation of LDP frequencyestimation suffersfromthe
drawback of high memory and communication costsforthe users andforthe

server Certain deployment Apple 2017 seekto oversomethis using

more sophisticated methods relying on the countsketch datastructure

Preliminaries The count sketch datastructure

The count sketch datastructure attempts to provide compassed storageofthe

frequencies ofitems Akey tool this datastructure employs is hashfunctions

in particular pairwise independent hash functions

Def2 A family of functions H K h n Cm is a familyof
pairwise indef hash functions if i j e n and k.lt m



Pe his k hip l
hunt H

HX Arguethat thismeans that Pelhli h j andthat Pechli 1

Example Letp be prime For a.beEp define ha.pk a ntb where

multiplication addition are modulob Then H has a b Ip
forms a pairwise independent hashfamily

To seewhy notethat

Pe has k and has y L
T.tt Ie

Ffantb k aytb l

Pfa katy b 11

In the count sketch procedure each user maps

WIT
Vield I Hui

theftdnetlotin.ioaitgofhlviwithsign callthisH Vi

Lemma We have that if v v then 1 Else

H o H v1
0 wip 1 Ym

1 wip In each



Proof HW

At the server end one computes I H vi and extracts

a H a 1

Claim F flu need is an unbiased estimatorof

Proof Notethat
n Eg14 Hla If.tt x Hui

f n bylemore

By another application ofthe lemmaabove wehave FIND f n

FACT One can use concentration properties toarguethat for m r Nr

we have n If a fin rn

In practice Apple uses a countsketch datastructure incombinationwith a

treebased frequency estimator as a compressed estimateof frequencies
which are then privatized via the variantofRR we saw earlier

Project reading




