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In this lecture weshall discuss a communication efficient LDP algorithm

for estimating the mean of telemetry data data minedfrom users

ofmobile phones forexample The mechanism we shalldiscuss is a 1 bit

mechanism for computing an estimate ofthe mean and hes beendeployedby

Microsoft

As before let vi ieCN where vie O m denote the items

with users N We are interested in estimating

µ I EY

via an E LDP mechanism

Algorithm 1Bit Users

Given Vie o m each user releases
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to the central server



Algorithm Server

The server computes the mean estimate
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Claim1 Algorithm 1Bit is E LDP

Proof Observe that Pi bi 0 varies from It teete and sodoes

Pe bi i Thus we havethat
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Claim2 M is an unbiased estimatoroff

Proof We havethat
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Claim3 Forany PE 0.1
we have

Pe If pe pm 2 expf2pn.GE

Proof Via an application of Hoeffding's inequality to RVs boundedin

0,17 we have forany t 0
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Rearranging we see that

Pe Ip M toe t 2 explatyn

Setting βN.GE we obtainthe statementoftheclaim Me

As an immediate corollary of claim 3 above weobtain thefollowing

result

Theorem The E LDPmechanism Algorithm 1B it satisfies w b 31 8

for8 0,1
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While Algorithm 1 Bit is useful for a single collectionof bitestimatesfor
mean computation in practice users are queried severaltimes over

for datamining which by the Basic Composition Theoum results in

a privacy lose that grows linearly inthe ofqueries

A simple trickto avoidthis growing privacyloss is memoization releasethe

same value if the samequery is repeated severaltimes Clearly since
no fresh randomness is used in subsequent response theoverall privacyloss

remains

However for memorization tobe applicable inpractice wemusthavea

discreteinput domain Hence wemust preprocess inputs todiscutize

them then apply Algorithm 1Bit with memoization Thepipelinehence

Memoized

feet e Devalues
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We now discuss a discretization procedure that perhaps surprisingly

provides the same accuracy guarantees as Theoum 1 appliedto non

discretized values



Algorithm Round Users

Pick a large integer s m

Each user ie N independently picks α E 0,1 s 1 Let

nie L R where RE ls The user i rounds

Vito L if VitticR and to R otherwise

Let yi Round Vi and let µ Eiyi

Claim4 We have µ µ

Proof One can write
yi vit Z where Zi R vi.w.p.EE

Q L 0 W

Hence since E zi 0 wehave E yi vi implyingthatECM1g

Theorem2 informal_Algorithm 1Bit when applied to the discretized values Yi
hasthe same accuracy guarantees as inTheoum1 independentof

Proof It suffices toshow that foralls each output bit bi returned

by Algorithm 1Bit has the same distribution as in i



To see why let be R Vi and a Vi L Then we

have post discretization
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