
Lecture DPin practice III Consistent histograms

In this lecture we discuss an important componentof the privacy
pipeline that allows the outputs ofDP algorithms tobe used by
downstream applications post processing forconsistency Consistencyis ageneric

term usedto refer to the requirement thatthe DP estimatesofa statistic

respect the theoretical properties ofthestatisticsuchas non negativity

monotonicity etc

Such
consistency constraints were famously putinplace in theTopDown

algorithm used for releasing DP statistics histograms in the 2020 Us

Census see Aboud etal CensusTopDown DP data incrementalschemas

and consistency with publi knowledge 2019 We now discuss

an algorithm forpost processing histograms forconsistency withaview
towards

answering range queries accurately Hey Rastogi Miklan

Sucin Boostingthe accuracyof DP histograms through consistency 2010

Pictorially the data privatization pipeline hasthe following structure
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Suppose that the
query g is the histogram frist I We workwiththe

add remove setting of DP as indicatedearlier one can transitionfromthe

add remove model to the replace model with a factorof 2 lossin

privacy budget

We assume thatthe dataset 0 1 K i for some integerk 1

Recallthat we have

list
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Recall also the vanilla E DP Laplace mechanismfor this statistic
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However our interest willbe in the binary treemechanism recall for
releasing frist x forsimplicity assume that K 21 forsome 1 1 One

theninduces a binarytree on theleaves thatare the bins 0,1 K i with

the intervals I v associated to a leafnode v being the correspondingbinand

the interval associated with any non leafnode w beingthe unionofthe
intervals ofits children
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Oneinterest is in post processing strategies that optimize the b evoe

while ensuring consistency The consistency
constraints P thatwe careabout

are simply

i Any estimate Histof frist mustbe non negative

ii wemust have thatthe countestimate foranynode

we Tk is equal tothe sumofcountestimatesofits
children

Let Frist be a post processed estimateof M x that respects the

consistency properties P abovewith associated node
estimates W u net

We are interested inminimizing W Y112

where X Xu ut Tk



Forany VET let z v bedefined recursively as

Z v Yo if a is a leafnode
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Hayet al 2010 argue thatthe following recursivelydefined estimates
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W v z o if u is the root
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Proofof Claims We first show that Wfr correspondstotheoptimum consistent

estimate atthe root m But beforethat we introducesome

notation let z sum o Echi

Recallthat one optimization problemofinterestis

minimize

y
W v Y.lu

sit Equity was wetk

In other words we wishtosolvethe following unconstrained optimizeproblem



minimize E Ekp Y o

where Llv leaves inthesubtreewith a as theroot Taking thederivative

w.it W n and setting it to 0 we obtain aftersomealgebrathat

for all leaves us Jk we musthave

E.in Eeiis as

Summing over all leaves ne Tk and interchanging theorderofsummations
we obtain from 1 that
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Consider now the LHSof 2 Observethat with H r 1 1and g
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Next considerthe RHSof 2 We havethat by111 reasoning asabove
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Reconciling 2 3 and 4 weget that

was i Ei

andit can becheckedhence that w a Z r

Fornodestotherthanthe root assume that we have computedWfu for
u P u It can be argued that Wfv for fixed W u is independent

of W a forany node a not inthe subtree with u astheroot

Fornodes at Subtree u the optimization problem reducesto

minimize EgfW a Y a

sit ΣW b Wfa atsubtree u
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Again the above optimiznproblem can bereducedto



minimize
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Employing Lagrange multipliers andthe KKT conditions it canbeshownthat
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