
Lecture Heuristic notionsofprivacy and an introduction toDP

In the last twolectures we saw examples ofreconstruction attacksthat

allow for sometimes efficient reconstruction ofsensitive attributes from

queries of bounded mon Ifthe goal however was simply the hiding of
the sensitive attribute of a single individual whose quasi identifier are

known then there are simple mechanisms that provide anonymity in a

heuristic sense

1 K Anonymity Sweeney 2002 see also Sweeney 1997

pens
attribute

A dataset D qi.si ic.CN respects K anonymity if forany
Kuasi

identifiers

given E Q we have

i gi g 0 or i q K

Clearly a datasetby itselfmaynot respect K anonymity and one typically

carries out generalization or binning or suppression or replacingwith

ofattributes to give riseto equivalence classes that respect K anonymity

Teneralizdqusiidentifiers



Example Settingof hospital records

Gittins piiatiate
Male 600020 Heartdisease

Male 600018 Lunginfection

Female 600036 Osteoporosis

Female 600036 Cervical cancer

Female 600036 Osteoporosis

Upon generalization thisyields a dataset D that respects 2 anonymity

Gender Postal Code Disease

Male600018 or Male 600020 Heartdisease

Eg class lung infection

Female 600036 Osteoporosis

Osteoporosis

Cervicalcancer

However K anonymity has an obvious pitfall Whatifallthe sensitive
attributes in a given eg class are equal

Then it is easyforan adversary

to identify the sensitive attribute ofa user given knowledgeofhisher
quasi identifiers

To ameliorate this issue



2 1 Diversity Machanavajjhala Kifer Gehrke Vankitashramaniam 2007

A dataset D qi.si ie IN respects bdiversityif each
quasi identifer has associatedwith it at least l distinctsensitive
attributes

HI Doesthe datasetD above respect l diversity If so whatisthe

largestsuch 1

However in very recentwork Rameshwar Tandon 2025 wearguedthat

in the worstcase imposing together linking datasets ould rapidly

degrade anonymity inthe sense of 1 diversity

seealso t closeness

Li Li Venkatasubramaniam

t Closeness PrivacybeyondK

anonymityand 1diversity 12007

However we are interested in rigorous
notionsof privacy whichalso

compose gracefully and are backedby found results in probability information

theory



Differential Privacy

The chief idea in defining a formalnotionofprivacy is to addressthe

problemof tracing an adversary must not beableto distinguish bw

whether a dataset contained didnot contain a sample from a givenuser

purely based on the outputs of a privacy preserving
mechanism

Def 1 Datasets D D withthe same collectionof users N are saidto

be neighbouring if D x x Xn and D x X in

with Xj Xj forsome je N and xi xi forall its

Def2 DP A randomized algorithm or mechanism A Dn Y is

E differentially private or EDP for 70 if for every pair of
neighbouring datasets and every

5 Y wehave

Pe ALI ES e R A E ES

Remarks i Notethat bythe definition above we musthave I

neighbouring all SEY
et PeACI ES Pe A x es etPe AE ES



i The definition above is inspired bythe structureof the tracingattack

wesaw lastclass we want log likelihoods tobe
small

iii How does one set Typically onewould like tobe smell

0.1 or 1 butnothing stops us from setting EDI Clearly

inthe latter case the privacy guarantees on small datasets are

unlikely tobe meaningful

HW Lookupthe valuesofe used inthe 2020US Censusreleases

the 2024 Israel releaseof livebirth statistics and in realworld

deployments by bigtech firms Whatdo
youthinkofthesevalues

Achieving DP A First Pass on Binary ValuedData

Suppose that D x Xn is such that Xiedo is ieCN A simple

wayof privatizing this
dataset is to randomize each bit sothatit is

biased towards the truevalue

This leads toRR Randomized Response Warner 1965

For each ieCN set Yi Xi wp P

1 xi wip p
to be o k

Return Y Yn



HI Argue that EY is a goodestimate ofthe statisticEuxi i e

EY Exit O r

Forwhat valueof does RR p satisfy E DP

Get rid ofthe bias term in byconstructing a new estimator thatis

an unbiased estimateof Exi Canyou use a Chernoffbound to

showthat this estimate is closeto Exi with highprob
atmost αaway


