
Lecture Defining DP contd and the Laplace Mechanism

Last time we provided thedefinitionof differentialprivacy and discussed

a simple mechanism Randomized Response which allows fr a DPreleaseof
anentire 0 1 valued dataset Furthermore we discovered a fundamental tensionbw

achieving DP say via RR and maximizing utility which was then

measured via an 1 norm e.g howclose is an estimatorof

Exi obtained as a function of Y Yn to EY

In fact via a key property ofDP the estimator of ETi thatyouhad
constructed is by itself DP we'll see thissoon Butfirst weshall

carry out some sanity
checks

Eeybous

i If E 0 in the defn ofDP then s Y and It we

require
Pe A x ES Pe AEDES 0

equivalently

1pyp.ca j RfacEs3 0

The
quantity in is calledthe totalvariational distance b w

A x and AI denoted as dtv A x A x Via standard



arguments wehavethat assuming Y isdiscute

dtv ACI A I 1 Σ Pac y Pay ly
y Pac g Paely

Σ Pace y Pace ly
y Pax g Payly

Iff
Pac y Pa i y

HWI Attempt to provethe equalities above

Hence O DP require that dtv A x ACI 0 I I

111

Pax PAE

which is a very strong
notion ofprivacy

I If E 0 thenwe have no privacy ie any fairlyregular

algorithmis D DP

Moreover the following lemmaholds



Lemma 1 i If A x is a continuous RV for all withassociatedpdf
face then A is E DP iff faces e facy forall
I and allkey

vi If A x is a disaete RV for all then A is E DP iff
Pace y Pace ly forall I x andall yey

Proof Hw

Achieving DP for aggregate statistics The Laplace mechanism

Lasttime we had encountered a DP mechanism RR for releasing an entire

0 1 valued dataset In practice however a user analyst isonly
interested in aggregate statistics or simple functions of a dataset

D x Xn We now present a silverbullet mechanism the

Laplacemechanism fortheDP releaseof such a statistic f Dn IR

Def1 The global sensitivity off Dn Rd is definedas

19 gl fe full

Example i f Ex with Xie a b ieCN Wehave

Δf bf



ii Dn AN where A 0,1 q 13 Wewishto release

the histogram of IEDN denoted as fins E.it xig
Wethen have Δf 2 why

Ii Dn AN as above Whatis the sensitivityof f Median ie

f x maxfac.tt EI xi a NL
for EAN Answer Δf q 1 why

Before we definethe Laplace mechanism wetake a look atthe zero mean

Laplace distribution Lap b Wehave Lap b if f t e

for ter The Laplace distribution with mean µ haspdf

taping t exp Ly

We collect some propertiesof the Laplace distributionbelow

Proposition If Z Lap b wehave

a 121 6

b E Z 25

c Forevery so Pfk tb exp t

Furthermore ifZ Z Zd Lap b with M max 121 Zdl then



a 112111 db why

b R M tB d exp t why

c M b And 1 HowwouldyouboundtheLHS usingb

The Laplace mechanism simply adds an independent Laplace distributed

noise RV tothe statistic D In particular theLaplace mechanism

Mkt returns for f Dn Rd

MY D f D Z
where Z Z Zd d

Lap F

Theorem 1 The Laplace mechanism MEP is E DP

Proof Fix two neighbouring datasets Let fx andfx denotethe
pdfs of Mtt x and Mctb x respectively Via Lemma1

it suffices to show that f Z and 2 are atmost a

multiplicative factorofe'away Let Δ Δf

Now note that

fate t.IE exp Elzi fEDil
fate

exp Elzi feel il



exp E 112 7611 112 f 11

exp 1 11f x f x 1 Via the Δ iner

exp E Δ et

HI Use Proposition 1 toestablish the following utility bound on theLaplace

mechanism when f 1 Exi

E MEE fee EE

Clearly fromthe above exercise we seethat setting yields an

RMSEof at least I when 1711 1 whichis a verypoor

utility guarantee


