
Lecture Propertiesof E DP and ApproximateDP

In this lecture we shall discuss threekey propertiesofE DP a Composition

b Post processing and 41 Group privacy We arguethat DPdegrades

gracefully for allthese operations

A Composition

Considerthe setting where we cascade compose one DPmechanism after
another Such a thoughtexperiment sees practical realizationoften since

privacy preserving mechanisms are designed in a modularfashion

p
said III

em

M x

Claim If M is E DP and Ms a is E DP forevery a then M is

E Ez DP

Proof Fix neighbourig datasets X Now notethat assuming
theoutfitted

Pe M x a a

Pe M x a Pe Ma x a as

et RFM x1 a et PCM x a as

eft Pe M x a a



Theabove claim canbe generalized further

Theoum Basic CompositionTheorem Let M Mk be asequenceof
mechanisms with M In Y Ma DnxY 42 MicDnxYÉy
suchthat for every ie K and ay Ai Y x xYi we have

Mi G mil is Ei DP Then the mechanism

M Mk Mic 0 M is Efi DP

Remarks Loosely speaking the composition of K Laplacemechanisms scalesthe

amount noise by a factorofK

Weshallsoon

see ageneralization of EDP called E S DP whichachieves sucha

scaling upon composition

B Post processing

The postprocessing of theoutputof aDPmechanism is simplythe

taskof acting on this output by any deterministic function

which is independent ofthe dataset

Theorem2 Post processing Let M DN Y be an E DP mechanism



and g Y Z beany deterministis function Then we have

that goM is E DP

Proof Fix and I Let T yey g y s g s
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C Group privacy

The following simple theoum holds

Theorem3 Groupprivacy Let x x be datasets that differ in atmostk

samples Then forall SEY we have thatforan E DP mechanism
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Proof Simple exercise via chaining

Aside Parallel composition

Consider the setting where a datasetD eDn is choppedup partitioned

into smaller datasets In particular let D x Xn and let



D Xs D X2 Dk Ask where I xi and

s N Furthermore we assumethatthe partitioning aboveis

dataset independent

The following theoremthen holds

Theoum4 Parallel Composition Theorum Given EDP mechanisms Mi ie K

acting on the samples inthe subsets Si respectively wehavethat the

mechanism M M Mc satisfies ray Ei DP

Proof Changing a sample in adataset affects atmost one subset in
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Aside Add Remove modofDP

The definition ofDP we have seen until now requires the indistinguishabilityof
mechanism outputs on neighbowing datasets which are obtainedbyswapping

a samplevalue with a different value while keeping thetotal samples

fixed

Def 1 Two datasets x and x are said tobe neighbouring inthe addremove
model if In forsome ieCN or I In forsome ieCN



Lemmal A mechanism M satisfying E DP inthe addremove modelofD

obeys 2 DP in the swapmodel

Proof E In Uk's DE

e privacyloss

Approximate DP

We now discuss a relaxation of E DP viathenotionof approximate

DP Such a notion obeys properties verysimilar to thoseof f DP
with significant strengthening insome

Def2 E s DP A mechanism MM Dn is ES DP for8 10,1

iffor all SEY and all I x we have
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Remark it We hence have that
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Ii In practice one puts inthe restrictionthat 8 Ian to disallow

certain semantically non private mechanisms


