
Lecture Approximate DP contd

Last time we discussed a relaxation of pure E DP which wecalled

approximate E S DP In thislecture weshall discuss some propertiesof

E S DP and present a silver bullet mechanism forachieving it for
thereleaseof aggregate statistics

Properties of E s DP
1 Basic Composition The composition ofK ES DP mechanisms satisfies

KE KS DP

Proof Fix neighbouring and let the outputsofthe K

composed mechanismsM be ay ak We wishtoshow

that
Pe ME a ae et.pe ME a ae 8

Now notethat Pe M x ay a TR Mj 1 aj
where Mj implicitly takes as arguments at forje k

We know that Pe Mj x ay et Pr Mj x aj 8

Infact wehavethat
Pe M x aj min eEPe M x aj s I



min et.peMi x1 aj 1 8

The following sequence ofinequalities thenholds

FTR Mx aj min et RCM CX a i j.IRMjlxcy
8

min et.peM x1 ay 1 mn eE.PiMaCx723,1

j.IRMj x aj 28

É jImin e'PeMj x ay I Ks

e A M x a KS

2 Post processing Thepost processing of theoutputofan E s DP
mechanism preserves E s DP

Proof Similar to that for E DP

In fact we shall soon see that 8 DP obeys a muchstronger

Advanced Composition Theorem But before wedo so weshallview the

twonotions ofDP discussed untilnow from a slightly differentlens



Aside An information theoretic lens on DP

Weshall first review the definition and propertiesof DP from an

information theoretic angle cf A Sauvate F P Calmon OKosut 1Sanker

An information theorist's tour ofDP IEEE BITS 2025

Reviewing S DP

consider the following setting I have asecret se 0,13 and some

information abouts intheform of a RV Y is revealed to a client The

client if malicious may use Y to deduce informationabout se 0,1

Sefo g Revealed g

This situation is reminiscent of a hypothesis test

I have MY
YSE0,13

with Ho Yu Pyro and H YuPyn Onecanverify

that the definition of E S DP whenthedatasetis s is equivalentto requiringthat

Prat et PMD 1 8
i

PMD etPFA 1 8



The mechanism I choose forreleasingY is simply a choiceofconditional

distributions Pylo Pyri

HWI Plotthe curves PFA vs PMD forwhen themechanism adds Gaussian

Noise Pyro No 5 and Pyle N 1,54 fr an adversary
that declares s 0 if Pyo Pyle and 1 ow forvarying r

values

Another characterizationfor D s is obtained viathe distribution ofthe priva

loss RV L logPyy
Hereandelsewhere wallthat.laa

Namely if ILI amostsurely then themechanism Pyro Pyll
is E DP

HWI Verify that if Py L.SE 1 8 then Pyro Pyn is s DP

Genealizing the notions above to the standard settingof item levelDP then

follows easily the mechanism I employ is a family ofdistributions Pylo
D EDn where Dn isthe collection of datasetswith n users



Standard DP then requires thatC hold when selo I is suitably replaced

neighbouring datasets either containing or missing some fixeduser ie n DD

likewise the privacy loss RV can now bedefined for databasepairs as

Loo 108111

Privacy loss distribution PLD and composition

Supposethat we have a sequence ofmechanisms ionsfording to potentially

adaptive queries M M Mz Mk with consponding released RVs

1 Y Yk Then the privacy lossRV PLRV forthe composed

mechanism M for neighbouring datasets D D E Dn is

Loo log Pf g

log I Ehii
where L I j k is the PLRV conspondingto themechanism

Mj Dnxy IR

HW_3 Via 2 arguethat if eachof Mj je k satisfies

the conditionin HW 2 andis hence s DP then M is aKE KS DPmechanism



Achieving E 8 DP The Gaussian Mechanism

Let D x in as before Given a function f D Rd the

Gaussian mechanism simply performs

ME 1 f x WE 2 1 28 Ia

when Δ Δ2f pay fix f x 112 In
order toprovethat this

Gaussian mechanism satisfies ES DP weshall invokeHW2 above

Theoum for suitable E S 0 values ME satisfies E 8 DP

Proof Consider the PLRV r 2 log

way enfifttifitt
potty aty

Leek

T N o Fid
where Z y f x and f x f x Considerthe event

Lx e Wewishtoshow thatthe probability ofthiseventis at
most8 under the distribution of



Observethat 112 111 11211 20 e 2 2,17 11v11 s 204

2 2 Δ 204

Consider the RVW Z 1 Note that W N Q 1101122

p w re R w FFI g or c

We restrict our attentionto the regimewhere

Fff I Ffs
Thus we have from 1 that

Pe Lan e Pefw fog or

Pe W Flop Hollar a

Since We W Q 11011 r wehave by Gaussian concentrationof 2

that
Pe LanDE 8


