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Some background: Privacy

» Privacy of users is a fundamental desideratum in the release of
datasets for statistical analysis.
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» Differential privacy (DP) [Dwork et al. (2006)] is now widely
adopted as the “gold standard” of privacy, for aggregate
statistics/learning outcomes release.
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Some background: Privacy research
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DP: A mathematically grounded framework for privacy

» We say that two datasets Dy, D, are neighbours if they differ in the
sample values of a single user.

User User
1 1
2 2
3 3
4 —_—> 4
5 5
. o [TTTTTTT

» A mechanism M is e-DP if for every pair of datasets D1, D, that are
neighbours, and for every (measurable) Y,

e~ Pr[M(D,) € Y] < Pr[M(Dy) € Y] < & Pr[M(D,) € Y].
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» We say that two datasets D;, D, are neighbours if they differ in the
sample values of a single user.

User User
1 1
2 2
3 3
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» A mechanism M is e-DP if for every pair of datasets Di, D, that are
neighbours, and for every (measurable) Y/,

e < P{M(D,) € Y] < Pr[M(Dy) € Y] < e Pr[M(Ds) € Y.

Think of € &~ 1+ ¢, for € > 0 small
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DP: A mathematically grounded framework for privacy

» We say that two datasets D;, D, are neighbours if they differ in the
sample values of a single user.

User User

(IS
9w N

. T . T

» A mechanism M is (g, 6)-DP if for every pair of datasets Dy, D, that
are neighbours, and for every (measurable) Y,

e~ (PH{M(Dy) € Y] — 6) < Pr[M(D1) € Y] < & Pr[M(Ds) € Y] + .

We must have ¢ € (0,1); think of § & prob. of DP “failure”
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A case for moving away from DP

» Data owners may often be incentivized to release “microdata,” via
the release of entire datasets.

One of the following alternatives can then be adopted (in theory):

» Add noise to every entry of the dataset and release
[Large noise addition = Poor accuracy!]

> Select a “random” dataset that ensures high utility, via a DP
selection mechanism
[High computational complexity!]

» Generate and release DP synthetic datasets
[Could run into regulatory issues in practice!]
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» Data owners may often be incentivized to release “microdata,” via
the release of entire datasets.

One of the following alternatives can then be adopted (in theory):

» Add noise to every entry of the dataset and release
[Large noise addition = Poor accuracy!]

» Select a “random” dataset that ensures high utility, via a DP
selection mechanism
[High computational complexity!]

» Generate and release DP synthetic datasets
[Could run into regulatory issues in practice!]

In this work, we embrace early, heuristic notions of “anonymity”,
instead, and seek to formalize them.
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Some background: Anonymization
The following heuristic notions of dataset anonymity are well-known:

» k-anonymity [Samarati and Sweeney (1998), Samarati (2001)]:
Associated with every equivalence class (EC), there are > k sensitive
attributes

» (-diversity [Machanavajjhala et al. (2007)]: Associated with every
EC, there are > ¢ distinct sensitive attributes

» t-closeness [Li, Li, and Venkatasubramanian (2007)]: Distribution of
sensitive attributes in any equivalence class is “close” to that in the
overall dataset

We focus on the well-known problem of dataset linkage:

How do anonymity parameters degrade upon the
linkage/composition of multiple datasets?

Glossary: Equivalence class (EC) = Binned/Anonymized quasi-identifiers
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Dataset linkage: An example

Consider medical records in a hospital.

| Gender | Postal Code |

Disease H

Male 600020 Heart disease
Male 600036 Lung infection

Female 600021 Osteoporosis
Female 600021 Cervical cancer
Female 600021 Osteoporosis

(a) Raw dataset

[ (Gender, Postal Code)

|

Disease

|

(Male, 600020) or (Male, 600036)

Heart disease
Lung infection

(Female, 600021)

Osteoporosis
Osteoporosis
Cervical cancer

(b) Anonymized dataset that respects 2-anonymity and 2-diversity
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Dataset linkage: An example

An adversary now has access to two, independently anonymized datasets,
which he/she knows that (Female, 600021) participates in.
—_— —

public quasi-identifier

[ (Gender, Postal Code) \ Disease ||

Heart disease

Lung infection
Osteoporosis
Cervical cancer

(Male, 600020) or (Male, 600036)

(Female, 600021)

Anonymized dataset D;

| (Gender, Postal Code) | Disease |

Irritable bowel syndrome
Lung infection
Cervical cancer

Amoebic dysentry

(Female, 600025)

(Female, 600021)

Anonymized dataset D; o
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Some unavoidable notation

Any dataset D = {(q;,s;) : i € [N]}. We focus on (-diversity as our
notion of anonymity.
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Some unavoidable notation

Any dataset D = {(q;,s;) : i € [N]}. We focus on (-diversity as our
notion of anonymity.

Let n(9)(s) = # samples with record (q, s).
Definition

A dataset D satisfies (-diversity, if £ € [|S]] is the largest integer such
that for any vector q € Q with > ¢ n@(s) > 0, we have
{s €S : n@(s) >0} > ¢

In order to satisfy ¢-diversity, the data owner bins quasi-identifiers
q into “equivalence classes” q, resulting in the anonymized
dataset D.
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Some unavoidable formalism

Any dataset D = {(q;,s;) : i € [N]}. We focus on (-diversity as our
notion of anonymity.

» Datasets Dy, ..., D; (with a common user) are independently
anonymized to yield Dy, ..., D;.
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> The adversary identifies equivalence classes q;, / € [t], which contain
q. Let
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Some unavoidable formalism

Any dataset D = {(q;,s;) : i € [N]}. We focus on (-diversity as our
notion of anonymity.

» Datasets Dy,...,D; (W|th a common user) are independently
anonymized to y|e|d D1, ..., Dy

» An adversary has access to D1, ..., D; and knows the quasi-identifier
q of a particular user, who participates in all these datasets.

> The adversary identifies equivalence classes q;, / € [t], which contain
q. Let

nfg)(s) =min{ n@)(s) :jel[t]}.

#s samples in q;

» The adversary constructs the linkage
£ = {(sng(s)) : mif (s) > 0}.

The linkage gives rise to a post-linkage dataset 5??]).
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Some unavoidable formalism

Any dataset D = {(q;,s;) : i € [N]}. We focus on (-diversity as our
notion of anonymity.

» Datasets Dy,...,D; (W|th a common user) are independently
anonymized to y|e|d D1, ..., Dy

» An adversary has access to D1, ..., D; and knows the quasi-identifier
q of a particular user, who participates in all these datasets.

> The adversary identifies equivalence classes q;, / € [t], which contain
q. Let

nfg)(s) =min{ n@)(s) :jel[t]}.

#s samples in q;
» The adversary constructs the linkage
£ = {(sng(s)) : mif (s) > 0}.

The linkage gives rise to a post-linkage dataset 5?3). Is T)E?]) ¢'-diverse?
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Worst-case degradation of diversity

We are interested in computing the worst-case anonymity parameter of
(G
D[t] , 1.e.,
U= _min_{(: 5??]) obeys (-diversity}.
D1y, D

1yeees &t

Theorem
Under some very mild regularity conditions, for any £ < [|S|], we have

that
o — Life<L-(22)+1,
M=V r+1- (L— £+ 1)t, otherwise.
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Worst-case degradation of diversity

We are interested in computing the worst-case anonymity parameter of

) .
D[t] , 1.e.,

Uy = Dm|n E D[t] obeys (~diversity}.

Theorem
Under some very mild regularity conditions, for any ¢ < [|S

that
1, ife<L-(&1)+1,
g[t]:{ (t)

|, we have

L+1—(L—¢+1)t, otherwise.

Key take-away: The worst-case anonymity parameter is very
poor (equals 1!) for most ¢ values.

.. We hence need a different notion of anonymity that degrades
gracefully upon linkage.
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Proof idea

The proof makes use of a simple reduction to the analysis of arrays of
binary strings.

> Given the equivalence classes q; in fj, one can define
y = (1{nW(s) > 0} ;s € ),

for j € [t]. Clearly, we have that w(¢;) > ¢, for all j € [t].
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Proof idea

The proof makes use of a simple reduction to the analysis of arrays of
binary strings.

> Given the equivalence classes q; in fj, one can define
y = (1{nW(s) > 0} ;s € ),
for j € [t]. Clearly, we have that w(¢;) > ¢, for all j € [t].
» One can then define an array M € {0, 1}t whose j*" row M; is ¢},
with
lg = w (©j1 M)

> Observe that if £ > L- (£72) + 1, then we cannot have at least one

0in L —1 columns, resulting in £y > 1.

The proof then proceeds by arguing a similar “converse” for other ¢ values, and
constructing sequences that achieve the stated /.
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(¢, 6)-Diversity: A definition
Consider the setting of datasets constructed from samples from
volunteering users.
> A good assumption here is that the samples (q;, s;) are i.i.d. across
i € [N], from a joint distribution Pq s = Pq - Ps|q-
> WLOG, we assume that Pq > 0 and Ps > 0.
Definition
A dataset D obeys (¢, §)-diversity, for some fixed § € (0,1), if it respects
{-diversity w.p. > 1 — 0.
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(¢, 6)-Diversity: A definition

Consider the setting of datasets constructed from samples from
volunteering users.

> A good assumption here is that the samples (q;, s;) are i.i.d. across
i € [N], from a joint distribution Pq s = Pq - Ps|q-
> WLOG, we assume that Pq > 0 and Ps > 0.
Definition
A dataset D obeys (¢, §)-diversity, for some fixed § € (0,1), if it respects
{-diversity w.p. > 1 — 0.

1. How must a dataset owner ensure (¥, §)-diversity?
[Achievability]

2. How does (¢, ¢)-diversity degrade upon linkage?
[Linkage-resilience]

3. Can we achieve (¢, §)-diversity while guaranteeing
“closeness” to the true dataset? [Utility]
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Achievability

We assume the existence of a Central Anonymizer (CA) who knows Pq s.

1: procedure MECH-(¢, §)-DIVERSITY
2: Clients convey (¢,0) to the CA.
3: CA chooses p € (0, p¢] and constructs eq. classes q s.t. for each
q, we have |S5q| == |{s: P(q,s) > p}| > L.
n( me
CA broadcasts N = Il (( 2 )) and {g} to the data owners (DOs).
N1

5: DOs obtain N samples and construct Dy, ..., D; using {q}.

s

ISl
Here, p; = ih-largest Ps(s); and m := min {|Q|, ﬁ, Z";“ i }
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We assume the existence of a Central Anonymizer (CA) who knows Pq s.

1: procedure MECH-(¢, §)-DIVERSITY
2: Clients convey (¢,0) to the CA.
3: CA chooses p € (0, p¢] and constructs eq. classes q s.t. for each
q, we have |S5q| == |{s: P(q,s) > p}| > L.
n( me
CA broadcasts N = Il (( 2 )) and {g} to the data owners (DOs).
N1

5: DOs obtain N samples and construct Dy, ..., D; using {q}.

»

Theorem
Any dataset D obtained via Mech-(¢, §)-diversity satisfies (¢, 0)-diversity.

ISl
Here, p; = ith-largest Ps(s); and m := min {|Q|, ﬁ, Z’if P }
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Proof idea

» The proof first argues that |Q| < m.
» Next, note that for any equivalence class q,

Pr[N(@,s) =0] < (1-p)".

14 /22



Proof idea

» The proof first argues that |Q| < m.
» Next, note that for any equivalence class q,

Pr[N(@,s) =0] < (1-p)".

> Let Mg denote # distinct sensitive attributes in @. Then,

PriMg >0 >1—¢-(1-p)".

14 /22



Proof idea

» The proof first argues that |Q| < m.
» Next, note that for any equivalence class q,

Pr[N(@,s) =0] < (1-p)".

> Let Mg denote # distinct sensitive attributes in @. Then,

PriMg >0 >1—¢-(1-p)".

» Finally, via a union bound again, we have

Pr[l\452€7 forallﬁe@] 21—€|§\~(1—p)’v
>1-ml-(1-p)N =1

by the choice of N.

— 4,
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Linkage resilience

The following composition theorem (a la the Basic Composition Theorem
of DP [Dwork-Roth (2014)]) provides the degradation of anonymity on
linkage:

Theorem B
The overall post-linkage dataset Dy, obtained via anonymization using
MECH- (¥, §)-DIVERSITY, satisfies (¢, t§)-diversity.

The proof is via a simple application of the union bound.
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Linkage resilience

The following composition theorem (a la the Basic Composition Theorem
of DP [Dwork-Roth (2014)]) provides the degradation of anonymity on
linkage:

Theorem -
The overall post-linkage dataset D[ obtained via anonymization using
MECH-(¢, §)-DIVERSITY, satisfies (¢, td)-diversity.

The proof is via a simple application of the union bound.

Observe that the Theorem asserts that the entire post-linkage
dataset, in all equivalence classes, satisfies (¢, td)-diversity.
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Linkage resilience

The following composition theorem (a la the Basic Composition Theorem
of DP [Dwork-Roth (2014)]) provides the degradation of anonymity on
linkage:

Theorem -
The overall post-linkage dataset D[ obtained via anonymization using
MECH-(¢, §)-DIVERSITY, satisfies (¢, td)-diversity.

The proof is via a simple application of the union bound.

We shall next make explicit the “generalization” strategy for
obtaining eq. classes to ensure “high utility,” in a special setting
of practical relevance.
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Utility - |
Consider the setting where there exists a total order on quasi-identifiers:

qr < g2 <...<(qg-
> We consider the natural class of “generalization” (or binning)
strategies that give rise to eq. classes with contiguous
quasi-identifiers.

[e.g., contiguous PIN codes, contiguous ages, etc.]

» A natural notion of “utility” hence is the number of eq. classes:
large |Q| = high utility.

Q: What is the structure of the optimal (highest utility) contiguous
generalization strategy that guarantees /-diversity?
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Consider the setting where there exists a total order on quasi-identifiers:

qr < g2 <...<(qg-
> We consider the natural class of “generalization” (or binning)
strategies that give rise to eq. classes with contiguous
quasi-identifiers.

[e.g., contiguous PIN codes, contiguous ages, etc.]

» A natural notion of “utility” hence is the number of eq. classes:
large |Q| = high utility.

Q: What is the structure of the optimal (highest utility) contiguous
generalization strategy that guarantees /-diversity?

A: The greedy procedure that iteratively adds quasi-identifiers to
eq. classes until |Sg| > £ is optimal (proof via induction).

An explicit variant of this algorithm can be derived when Pq s = Pq - Ps. 1022



Numerical results

We present numerical results on the # samples required by
Mech-(¢, 6)-Diversity.

We consider the setting of hospital records, where each record is

r € POSTAL-CODE X GENDER X AGE X DISEASE,
———

quasi-identifiers sens. attr.

with some fixed cardinalities of the underlying sets.
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Numerical results

We present numerical results on the # samples required by
Mech-(¢, §)-Diversity.

We consider the setting of hospital records, where each record is

r € POSTAL-CODE X GENDER X AGE X DISEASE,
———

quasi-identifiers sens. attr.

with some fixed cardinalities of the underlying sets.

We consider the following marginal distributions Ps:

1. Uniform marginals: Here, we let Ps(s) = 1/|S], for all s € [|S]];
observe that p; = 1/|S]|, for all i € [|S]].

2. Geometric marginals: Here, we let Ps(s) = p1p°~!, for suitable
p1, p € (0,1); observe that p; = Ps(i), for all i € [|S]].

The exact parameters can be found in https://arxiv.org/abs/2506.18405.
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under geometric marginals of sensitive attributes. Here, 8 := p/ps.
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Ongoing and future research directions

» Extend our analysis for the setting of datasets with correlated
(possibly Markovian) samples

» Design achievability schemes (generalization strategies) without the
need for a Central Anonymizer (CA)

» Extend our analysis techniques to other notions of anonymity such
as entropy /(-diversity
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Thank You!



